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. UBND THANH PHO HAI PHONG CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Doc lap - Tw do - Hanh phic
Sé: oZO64f /STTTT-CNTT Hai Phong, ngay IS~ thing 12 nam 2020

V/v @m bao an toan thong tin trong sir dung dich vu
chir ky s6 chuyén dung Chinh phu

Kinh guri:
- Céc S0, ban, nganh thanh phé;
- Céc co quan Trung uong té chirc theo nganh doc;
- Uy ban nhan dan cac quén, huyén.

Ngay 16/12/2020, Cuc Ching thu s6 va Bao mat thong tin, Ban Co yéu
Chinh phu ¢6 cong van s6 458/CTSBMTT-QTHT vé viéc dam bao an toan
thong tin trong st dung dich vu chit ky s6 chuyén dung Chinh phu (gui kem van
ban).

Pé dam bao an toan thong tin cho cac hoat dong tmg dung dich vu ching

thue chir ky sd chuyén dung Chinh pht, S¢& Thong tin va Truyén théng tran
trong dé nghi cac co quan, don vi thuc hién:

- Pho bién dén cédc can bd, cong chire, vién chire, nguoi lao dong trong don
vi ning cao nhan thirc vé an toan thong tin mang noéi chung va canh giac vadi cac
nguy co tan cong mang c6 chu dich néi riéng.

- Thuong xuyén thuc hién danh gia, ra quét ma ddc cac may tinh cua co
quan, don vi. Trién khai cai dat phan mém quét virus c6 ban quyen. Cac don vi
khong cai dat phan mém quét virus co ban quyén, co thé tai cong cu duge Cuc
Chung thu sé va Bao mat thong tin cap dé kiém tra, ra quét ma doc tai dia chi:
http://av.bey.gov.vn.

- Thyc hién theo huong dan dam bao an toan thong tin trong su dung dich
vu chimg thuc chit ky s6 chuyén dung Chinh phu cia Cuc Chung thu s6 va Bao
mét thong tin (gui kem theo) tai dia chi: https://ca.gov.vn.

- Pho bién, hudng dan thuc hién cac ndi dung trén toi 100% cac don vi truc
thuoc.

S¢ Thong tin va Truyén théng cir ong Nguyén Dong Huy (Truong Phong
Ha ting k¥ thuat va An toan thong tin - Trung tdm Thong tin va Truyén thong,
sd dién thoai 098.4462472) la dau méi phdi hop, trao do6i thong tin.

Tran trong./. b/

Noi nhin: KT. GIAM DOC
- Nhu trén; T A -

- UBNDTP (dé b/c);

- Ban 114 (dé blc);

- GD, cac PGP S¢;

«TT TT&TT:

- Cong TTOT S&, Cong Tin tirc TP:
- Luu: VT, CNTT.

Lé Van Kiéen



Huéng dan dam bao an toan thdng tin cho nguoi dung sir dung chir ky s0
Chuyén dung Chinh phi (tai dia chi: https://dve.ca.gov.vi/-/huong-dan-am-
bao-an-toan-thong-tin-cho-nguoi-dung-su-dung-chu-ky-so-chuyen-dung-chinh-

phu)
(Thir nam, 17/12/2020 18:32)

Trong thoi gian gan ddy thong qua hé thong theo doi, gidm sat va phan tich ma dgc cua Trung
tam CNTT va Giam sat An ninh mang - Ban Co yeu Chinh phi d phit hi¢n nhiéu chién dich
tAn cong co chu dich sir dung ma doc vao may tinh nguoi dung tai cac co quan Dang va Nha
nude, trong dé cd cac may tinh sir dung chir ky s6 chuyén dung Chinh phu phuc vu céc hoat
dong diéu hanh, xir Iy cong viéc trén moi truong mang. Cac loai md doc hay dugc sur
dung: Trojan-Dropper, Trojan-Spy, Trojan-Downloader, Backdoor.win32, .. Tin tdc thuc
hién cac chién dich tan cong bﬁng nhiéu hinh thire khac nhau nhu thong qua email, tin cong
truc tiép vao cac Cdng thong tin dién tir ca cac bo nganh, cac website cung cap dich vu cong
va thue hién chén ma doc vao céc tai liéu, cac tap tin cai dat chuong trinh dang c6 sin trén cac
Cdng thong tin dién tir cua cac bo nganh va cac website cung cap dich vu cong. Khi nguoi
dung thyuc hién tai vé sir dung, may tinh s& nhiém ma ddc. bi kiém soat va cac tai liéu trén
may sé& bi danh cép. )

Chit ky s6 1a giai phap dam bao an toan thong tin dugc ung dung dé dam bao tinh xéc thyc,
toan ven va chéng choi bo. Tuy nhién gan day cac nha nghién ciru tir dai hoc Ruhr Bochum
(Durc) da tiét 1o cac phuong thuc thn cong méi c6 tén la Shadow Attack 1én céc tap tin PDF
duoc ky s6. Cac k§y thuét tan cong nay cho phép tin tic 4n va thay thé ndi dung trong tai ligu
PDF da ky s6 ma khong lam vo hiéu chir ky. Tin tac co thé tao mot tai lidu véi hai ndi dung
khac nhau, mdt ndi dung ma nguoi ky théy va mot noi dung khac ma nguoi nhan tai liéu nhin
thdy. Do d6, muc dich cua hudng dan nay la gitp cac can bg, cong chirc, vién chire da, dang
va sé sit dung chit ky sd chuyén dung Chinh phu bd sung nhitng kién thirc va cong cu co ban
dé sir dung chir ky s0 mot cach an toan.

1. Cic nguy co mét an toan théng tin va nguyén nhén

Céc phan mém ddc hai, gian diép phat tan theo tép van ban, anh dong, dudng link dinh kem
thong qua thu dién ti, tin nhan... hodc tu dong lay lan khi ngudi su dung cam USB da bi
nhiém tir may tinh nay sang may tinh khac. Chang c6 thé thu thap cac théng tin quan trong roi
tw dong giri vé cac may chi & nude ngoai.

May tinh ciia ngudi ding c6 thé bi xdm nhdp trai phép thong qua céc 16 hong bao mat cta hé
didu hanh va cac (mg dung nhim toan quyén didu khién, khai thac, ldy cép va sir dung thong
tin ca nhan cho cac muc dich khac.

Viéc mat mat, that lac laptop, thiét bi Iuu trir di dong, dién thoai di dong... trong d6 co chira
cac dir liéu quan trong.

Céc nguyén nhan chu yéu d6 1a ngudi str dung chua ¢6 hiéu biét hodc chil quan, mat canh giac
VOl cac nguy co gay mat an toan thong tin; chua thyuc hién ding cac quy trinh k¥ thuét; may
tinh, mang may tinh chua dugc thiét 1ap céc chinh sich dam bao an toan thong tin, cong tac
quan ly, giam sat k¥ thuét con nhiéu so ho.



2. Thiét lap may tinh méi an toan

Céc nguy co mat an toan thong tin c6 thé lap tirc anh hudng den chung ta ngay sau khi sur
dung mdy tinh m&i mua hodc mai cai dat lai. Sau day la mot s6 luu y dé thiét lap may tinh
mai an toan chong lai cac nguy co tan cong:

V6i cac mdy tinh méi mua chua c6 hé diéu hanh can phai dugc cai dat hé diéu hanh tir cc dia
cai dat phan mém ban quyén hodc chi tai cac tap tin cai dat tir cdc trang web cua nha san Xuat
(can kiém tra ma bam khi tai cdc tap tin cai dat nay) tranh truong hop tai phai phién ban "gia
mao" kém sin ma djc, tuong tu ddi véi cac g dung phd bién nhu tmg dung vin phong, bd
gd tiéng Viét... tuyét d6i khong sir dung cac phan mém bé khoa (crack) vi cac ké tan cong
thuong gin ma doc hai trong cac phian mém nay dé phat tén.

@ Kaspersky Anti-Virus 2010 - Keygen @
o

os f - 0 g R
Cortomuen KAJPIR|IKY 2 [ED

Build: 7600.win7_gdr_staging.090720-1852
Board: VirtualBox
Details: HPQOEM - (06/23/99 - v2.1) | Select Product
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Cdc phan mém bé khoa, keygen thudng chira ma doc

Khi cai dit xong nén thiét 1ap may tinh & quyén ngudi dung (User), khong nén st dung quvén
quan trj vién (Administrator). Cac may tinh m&i thuong dugc nha san xuat cai dat san mot so
chuong trinh dé quéang cdo, gidi thiéu hodc ban dung thir cua cac phan mém. Céac phin mém
nay co thé chira sin cac nguy co mat an toan théng tin. Do dé nguoi dung nén go bo cac
chuong trinh khong can thiét trén mdy tinh cuia minh ngay trong qua trinh thiét 1ap ban dau.
Ngay sau khi cai h¢ dleu hanh can cai dat va dinh ky quét toan by may tinh bang phan mém
diét vi-rit c6 ban quyén. Trén thi truong hién nay co rat nhiéu phan mém diét vi-rat mlen phi
va ¢6 tra phi. Can luu ¥ la cac chuong trinh mién phi co thé it chirc ning hon nhung van c6
thé gitip ngudi ding co ban chdng lai cac ma doc phd bién.
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Mot 56 phan mém diét vi-rut trong va ngoai nuoc




Cén luu y rang c6 mot s6 loai ma ddc gia mao chinh phan mém diét vi-rat. Do d6 nguoi dung
cling can phai tai tap tin cai dat chuong trinh diét vi-rut tir chinh trang web cua nha san xuat.
Trong qua trinh sir dung, nguoi sir dung can dinh ky kiém tra va cap nhat cac ban va 161, 16
héng bao mat cho hé diéu hanh va phan mém ung dung. Nguoi sir dung ciing can thuong
xuyén thay d6i mat khiu va sr dung mét khau manh: Mat khau do dai toi thiéu c6 8 ky tu
gom chir 56, chir cdi (thudng va hoa) va ky tw dac bigt. Cén nh¢ ring mat khau manh s& bao
vé may tinh trong sudt qua trinh sir dung vé sau. Mat khau manh con gitp bao v¢ cap khoa
trong trudng hop tht lac thiét bi luu khoa bi mat, ké xau chiém duoc thiét b token luu khoa
cling khong thé ky mao danh duoc.

Thuong xuyén sao luu céc dit li¢u quan trong, dung CD, DVD, o ctg hay trén cac phuorng
tién lwu trir khac. Cén thén trong khi str dung thiét bi luru trir USB khi sao luu dit liéu giira cac
may tinh. Hién nay mot s6 hang cho phép ma héa cac dir liéu sao luu trén céc thiét bi luu trir
ngoai dé bao dam tinh bi mat cua du ligu.
3. Cai dit, ciu hinh cac phan mem ky s an toan
Pé thue hién ky sb, dau tién can cai dat phan mém diéu khién thiét b (driver) token ky 50
Ngudi sir dung chir ky s6 chuyén dung Chinh phu truy cap trang web dé tai cac phan mém
driver va ky so nhu VsignPDF, bo cong cu tich hop ky so theo Nghi dinh 30/2020/ND-CP
ngay 05/03/2020 cua Chinh phu vé cong tac van thu tai dia chi sau:
https.//dvc.ca.gov.vr/tai-phan-mem

Mot chinh sach bat bude ddi voi nguoi su dung may tinh 1a khi tai bt cr phan mém nao trén
mang vé trude khi cai dat chung ta déu nén quét ma doc trude khi thyc hi¢n cai dat. Cong cu
quét ma doc duoc Ban Co yéu Chinh phu cung cap tai dia chi sau:
htip.//av.bcy.gov.vn

Cén ctr Piéu 9 ctiia Nghi dinh 130/2018/ND-CP ngay 27/9/2018 cua Chinh phu quy dinh chi
tiét thi hanh Luat giao dich dién tur vé chir ky sd va dich vu ching thuc chir ky so, diéu kién
dam bao an toan cho chir ky s6 cu thé nhu sau:

- Chir ky sé dugc tao ra trong thoi gian chung thu s6 ¢6 hiéu luc va kiém tra dugc bang khoa
cong khai ghi trén chung thu 56 do.

- Chir ky so dugc tao ra bing viéc sir dung khoa bi mat tuong g v&i khoa cong khai ghi trén
chimg thu sé do mét trong céc t6 chure duge phap luat quy dinh cap.

- Khoa bi mat chi thude sy kiém sodt clia nguoi ky tai thoi diém ky.

Vi vy, trong qué trinh thyc hién ky sd, xac thuc can luu ¥ dén hai dich vu cta Ban Co yéu
Chinh phu cung cap de dam bao an toan cho chir ky s, cu thé:

(1) Kiém tra ching thu s6 tre tuyén: ‘Tac vu nay sé két ndi téi may chu cua Ban Co yeu
Chinh phu va kiém tra xem ching thu s6 con hiéu luc hay khong trude khi tién hanh ky s6.
Viéc kiém tra chit ky sb nay co thé thuc hién thong qua 02 hinh thirc d6 1a kiém tra danh sach
huy bo (CRLs) hodc kiém tra trang thai chimg thu sb truc tuyén (OCSP).

Thu vién s& tu dong kiém tra chimg thu sd can kiém tra va tra vé két qua. Noi dung chimg thu
s6 can kiém tra dé dam bao tinh xac thye, toan ven:

- Chimg thu s6 ¢6 phai do Ban Co yéu Chinh phu cung cap hay khong;

- Kiém tra thoi gian hop 1¢ cua ching thu s0;

- Kiém tra chtng thu so da bi huy bo hay chua.

2) Liy déu thoi gian: Pé xéc dinh thoi gian ky s0, trong qua trinh ky s6 cac thu vién sé két
noi to1 may chu cap dau thoi gian cua Ban Co yéu Chinh phu. Pdng thoi, cho phép xéc dinh
chinh xac thoi diém nguoi sir dung ky so.

(Luu ¥: thoi gian lay tir may chu, khong phai thoi gian may tinh cd nhan cua ngudi sir dung).
Sau day la dia chi truy cap céc dich vu truc tuyén:

- Danh sach huy bo (CRLs): http://ca.gov.viw/pki/pub/crl/cp. crl

- Kiém tra tinh trang chung thu s truc tuyén (OCSP): http://ocsp.ca.gov.vn

- May chu déu thoi gian: htip://tsa.ca.gov.vn

Thong tin chi tiét tai liéu, phan mém, ma ngudn tai dia chi: htp.//ca.gov.vn

Ngoai ra nguoi sur dung c6 thé tham khao cdc video hudng dan cai dat, cu hinh cac phan
mém ky s tai dia chi sau: https:/dve.ca.gov.vn/video-huong-dan-cai-dat-su-dung




CAU HINH HE THONG

|Kétndimang  Dich vu ching thuc | Hign thi chdl ky trén PDF | Dich vu tép | Déng ky sidung|

V| Su dung dich vu cép dé&u thdi gian (TSA)
May chu dich vu c8p ddu thdi gian (TSA)

Bia chi:  http/ftsa.ca.gov.vn

¥ Su dung dich vu ki8m tra ching thu s& truc tuyén

Dich vu ki@m tra chiing thu s4 truc tuyén

[¥| Cho phép kiém tra chiing thu s& ngudi ky qua OCSP

Dung dén danh séch ching thu bi thu hBi (CRLs): Thém Xoa

http://ca.gov.vn/pki/publcrlicp.crl : o -
http://pub.ca.gov.vn/pki/pub/crl/cp crl

Hudng ddn cdu hinh dich vu chimng thuc trén phan mém ky 50

4. Bio quan, sir dung thiét bi lwu khoa bi mit an toan

Thiét bi luu khoa bi mét cia nguoi sur dung chir ky s6 chuyén dung Chinh phu la thxet bi PKI
Token dugc Ban Co yéu cép co chura cép khoa bi mat/cong khai va Chimg thu s6 cap cho
ngudi sir dung. Viée thuc hién ky sO khong thé thiéu thiét bi Token va mét khau.

Té chirc quan 1y can ban hanh quy ché quan 1y, str dung thiét bi PKI Token danh cho ngudi su
dung. Céc ca nhan c6 trach nhi¢m bao quan token an toan va dat mat khdu manh dé bao vé an
toan cho cdp khoa cua minh.

Ngudi st dung c6 thé ap dung quy tac dat mat khau manh ma van dé nhé do 1a thay doi cac
chi¥ cai tao nén mat khau tir nhirg thong tin gan voi ban than, hodc két hop céc chir céi co
trong céc tir ciia mot cdu néi yéu thich, vi du vé nhimg mét khau manh 1a: 88VInhpHuc{cke-
peakjamp;, SH@idUong34%, #T3x1LtyVnS$#

Dé danh gia do manh va kiém tra mét khéu sir dung co ndm trong cac bd tir dién hodc co s¢
dir liéu mat khau da bi bé khoa khong ching ta 6 thé kiém tra thong qua céc dia chi sau:
https.//password.kaspersky.com/

Khong giao Token ctia minh cho nguoi khac s dung va tuyét dbi khong cho ngudi khac biét
mit khau Token cua minh.

5. Huong din nhanh ra quét mi djc trén may tinh nguo'l dung

Pé thuc hién nhanh ra quét, g& bo ma doc, nguoi ding can thyc hién cac bude cu thé, nhu
sau:

Buwére 1: Tai cong cu ra quét ma doc tai dia chi:

http.//ca.gov.vi/MalwareRemoverTool.rar

Buée 2: Giai nén va chay cong cy, thuc hién nhu hinh dudi dé ra quét nhanh.




. @ Bkav Malware Scan

@ Bkav CONG CU QUET VIRUS

puingdén | [c:\1 chon 6 dia cai windows | | chon thir muc
% Ténfie Tén virus Két qua Thu muc
Bam niit 'Quét’ d€ bit dau Quét Tom dimg G 83ty

Burdce 3: Truomg hop cdng cu ra quét phat hién ra ma doc va diét thi nguoi dung thuc hién tai
cong cu dudi day dé ra quét toan by may tinh.

http://av.bey.gov.viw/Malware%20Remove%20T ool exe

Thuc hién theo hinh anh huéng dan dudi day:

- Chon céc cac dbi tugng dé ra quét.

Kaspersky

Virus Removal Tool @ Quarantine

No threats found

Duration: 00:00:03
Processed: 1 object, detzis
Found: 0 objects
Neutralized: 0 objects

Quarantined: 0 objects

—
~T5 Change parameters ™
P

g

R

@_/ Start scan

SRR H A



- Chon céc 6 dia cia may tinh va Nhén OK dé tiép tuc.

Objects to scan

<+ Add object...

| [¥] < system memory
[¥] @ startup objects

- Nhin Start scan dé bét quét virus

Kaspersky ; Kaspersky

Virus Removal Tool @ Quarentme Virus Removal Tool @ Quarantne  wall Report
No threats found 3 Scan in progress...

5 |

Duration: 00:00:03 | Duration: 00:04:30 |
Processed: 1 object, details Processed: 7708 objectsKdetected 4 objects
Found: 0 objects
Neutralzed: 0 objects I
Quarantined: 0 objects ' Object: A_».rl.2.doch;‘worafemoeﬂdngs:‘Mlcrosor't_Excel_b‘varksheet,xtsx

.} Change parameters

L Stop scan :

Help  About

Help  About

Trudmg hgp cong cu ¢ phat hién virus trén may tinh, ngudi dung nén lua chon thao
tac x6a bo nhu hinh dudi day.



\, 5 objects detected
=) Select action for found objects:

& Copy al to quarantine 4| Neutralize all & Skip al *) Restore default actions

not-a-virus:HEUR:AdWare.Win32.Zdengo.gen
File: C:\Windows\System32\drivers\e4992d4a8cea31e21a705d760e3c98c0.5ys

not-a-virus:RiskTool.Win32.HackKMS.i
File: C:\ProgramData\KMSAutoS\bin\KMSSS.exe

Legal software that can be used by criminals to damage your computer or personai data

HackTool.MSIL.HackKMS.aj
File: C:\ProgramData\KMSAutoS\KMSAUto Net.exe Copy to guarantine

HEUR:Trojan.WinLNK.Starter.gen
File: C:\Users\MyPC\AppData\Roaming\Micros. s\Start Menu\Programs\Startup\wdubrwea.Inf Delete
Trojan program

not-a-virus:Server-FTP.Win32.SFH.vvs
File: G:\Download\tftpd64.464\tftpd64.exe

Legal software that can be used by criminals te dam

U 20 U

Trong qua trinh thyc hién, néu co vudng mic, dé nghi lién hé¢ véi Cuc Ching thuc ) va Bao
mat thong tin qua dia chi email: ca@bcy.gov.vn hodc s6 dién thoai: 0243 773 8668 d¢ dugc
hé trg, giai quyét.
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BAN CO YEU CHINH PHU CONG HOA XA HQI CHU NGHIA VIET NAM
CUC CHUNG THUC SO Djc lip - Ty do - Hanh phiic
VA BAO MAT THONG TIN

S6: 458 /ICTSBMTT-QTHT Ha Noi, ngay 46 thing 12-nm-2020——

ervr-.C- e T :‘»"',_:.

V/v ddm béo an toan thong tin ! 5 TIN & TRUYEN

trong str dung dich vu chir ky s6 s - Rty
huyén dt 1 ) ;'L.' ;
chuyén dung Chinh phu 'r iy a{/{ /].ﬁ/ozf

Kinh gui: Chu,h.....“.
- So Thong tin va Truyen thong cac tinh, thanh pho nuc.tlmlqm dhruag uong;

- Co quan chuyén trach vé Cong nghé thong tin cac Bg, Nganh.

Trong thoi gian gan day, théng qua hé théng theo déi gidm sit va phan tich
md doc cua Trung tdm Coéng nghé thong tin va Giam sat an ninh mang - Ban Co
yéu Chinh phu da phat hién nhiéu chién dich tin cong co chu dich sir dung ma doc
vao may tinh nguoi dung tai cac co quan DPang va Nha nudc. Ngay 02/10/2020
Trung tim Coéng ngh¢ thong tin va Gidm sat an ninh mang dd c6 vin ban s0
398/CNTTGSM-ANM giri céc co quan, don vi vé viéc ra soat md doc va khuyén
cdo cdc nguy co tan cong mang. Dé ting cuong viéc dam bao an toan thong tin cho
cac hoat dong Ung dung dich vu chimg thuc chir ky s6 chuyén ding Chinh phu
Cuc Chung thyuc s6 va Bao mat thong tin dé nghi cac co quan, don vi mot s noi
dung nhu sau:

Thuong xuyeén thyc hi¢n danh gxa ra quét ma doc cac mu) tinh cia co
quan, don vi. Trién khai cai dat phan mém quét virus c6 ban quyen, cong cu aé
kiém tra, ra quét ma doc co6 thé tai tai dia chi: http:/av.bey.gov.vn,

2. Khuyén céo céc don vi thuée pham vi quan IV va céc don vj lién quan
canh bdo, ndng cao nhan thirc vé an toan an ninh mang noéi chung va canh giac voi
nguy co tan cong mang co chu dich noi riéng.

-~

3. Thuc hién theo hudng dan dam bao an toan théng tin trong su dung dich
vu chung thuce chir ky so chuyén dung Chinh phu tai dia chi https:/ca.gov.vn/.

Trong qué trinh trién khai thuc hién, néu c6 vuéng mic dé nghi cic co quan,
don vi lién hé véi Cuc Chimg thuc s6 va Bao mat thong tin qua dia chi email:
ca@bcy.gov.vn hodc sé dién thoai: 0243.7738668 dé phdi hop, giai quyét.

Tran trong./.
ong. >
Noi nhin: KT. CUC TRUONG
- Nhu trén; CUC TRUONG

- B/c PTB Nguyén Dang Luc (dé b/c);
- Lwu: VT, QTHT. DS95b. #
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