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V/v dAm bdo an toan thdng tin trong sir dpng dlch vu

cht $ s6 chuy6n dung Chinh pht

Kinh gui:
- Cric Sd, ban, ngirnh thdnh ph6;
- Ciic co quan Trung uong tO chirc theo ngirnh dgc;
- Uy ban nhan dan c6c qu{n, huyQn.

Ngity 1611212020, Cuc Chimg thu s6 vd 86o mft th6ng tin, Ban Co ytiu
Chinh pht c6 c6ng vdn s6 458/CTSBMTT-QTHT v€ viQc d6m b6o an toirn
th6ng tin trong su dqng dlch 4r chfr ky s6 chuy6n dtng Chinh pht (g*i kim vdn
bdn).

O6 aam b6o an toirn th6ng tin cho c6c ho4t dQng irng dpng dich vg chimg
thgc cht kj s6 chuy6n ding Chinh pht, Sd Th6ng tin vd Truy6n th6ng tr6n

.: ,
trong dC ngh! cdc co quan, d<rn v! thyc hiQn:

- ptrO tit5n d6n c6c crin bQ, c6ng chtc, vi6n chfrc, ngudi lao dQng trong dcrn

vi ndng cao nhdn thirc vd an todn th6ng tin mqng n6i chung vir canh gi6c voi cdc

nguy co tAn c6ng mang c6 chir ttich n6i ri6ng.

- Thuong xuy€n thgc hi6n d6nh gi6, rd qu6t md dQc c6c m6y tinh cua co
quan. don vi. Tri6n khai ciri dat phan m6rn qudt virus c6 ban quy6n. Cdc don vi

kh6ng cdi d4t phAn m6m qudt virus c6 birn quy6n, c6 th6 tAi c6ng cu dugc Cpc

Chimg thu s5 vd 86o mdt th6ng tin c6p d6 ki6m tra, rir qudt md dQc tai dia chi:

http ://av.bcy.gov.vq.

UBND THANH PHO HAI PHONG
SO Tg6Nc TIN vA TRUYEN THONG

Noi nhSn:
- Nhu tren;
- UBNDTP (dC b/c);
- Ban I 14 (dC b/c);
- GD, cic PGD Sd;
. TT TT&TT;
- C6ng TTDT Sd, C6ng Tin tfc TP;

- Ltru: VT, CNTT.

KT. GIAMDoC
GIAM DOC

- Thuc hiQn theo hucrng d6n d6m b6o an todn thdng tin trong su dung dich

vq chimg thgc cht ky s6 chuy0n dirng Chinh pht cta Cpc Chung thu s6 vir Bio
m6t th6ng tin (gt:ri kim theo) tai dia chi: https://ca.gov.vn.

- phO bi6n, huong din thgc hiQn c6c n6i dung tr6n toi 100% c6c don vi tryc
thuQc.

Sd Th6ng tin vir Truy6n th6ng cir 6ng Nguy6n EOng Huy (Tru0ng Phong

Ha tdng k! thuat vir An todn th6ng tin - T-ng tdm Th6ng tin vir Truy6n th6ng,

si5 Aienlhoqi 098.4462472) ld dAu m6i ptrOi hqp, trao d6i th6ng tin'

Trinff1ng.l.!-'
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Trong thdi gian gin tl6y th6ng qua h€ th6ng theo d6i, gi6m sdt vd phAn tich m6 dQc cta.Trung
tam CNTT vd Gi6m ser An ninh mang - Ban co y6u chinh pht da phrit hiQn nhi6u chian dich

t6n c6ng c6 chri dich sri dgng md d6c vdo mrly tinh nguoi dtng t4i ciic co quan Ddng vd Nhd

nudc, trong <16 c6 cric m6y tinh st dung chft kf s6 chuyen dtng chinh phri phqc vu ciic hoat

dQng diAu hdnh, xu l;f c6ng vi6c tr6n m6i trudng m4ng. Cdc loai md tlQc hay duoc su

dyng: Trojan-Dropper, Trojan-Spy, Trojan-Downloader, Backdoor'win32, Tin tlc thuc

hi€n c6c chiiln dich tAn c6ng beng nhi6u hinh thuc kh6c nhau nhu th6ng qua email, tdn c6ng
.-1 . . ^ltruc tlep vao cac Long mong tin i'i6n tri c,la c6c bQ nganh, c6c website cung c6p dich 4r c6ng

va thu;hien chdn ma d6c vdo cric tii li6u, c6c tap tin;ai dAt chuong trinh dang c6 sin. trdn cric

CO"e tnOne tin diqn tu cta cric bQ nganh vd cdi website cung c6p dich vy c6ng. Khi nguoi

atrng" ttrgc 
-nien 

tai vd sri dpng, mriy iinn se ntri6rn ma dOc. bi ki6m so6t vd c:ic tdi li6u trdn

m6y s€ bi dinh cap.

6h; kV ,; ld eiai'phAp ddm bdo an toan th6ng tin duo.c img dpng d6 dam bao tinh x6c thuc,

toan ,en ua.[Ong.n6i bd. Tuy nhi6n gAn <lAy cdc nhd nghi6n cr?u tir dai hoc Ruhr Bochum

@uc) da ti6t l0 c-ec phuong thirc t5n c6ng mryi c6 tdn ld Shadow Attack l6n cric tip tin PDF

)fr""'f.^a. d. ny ,f,ra, t6n c6ng nny chi phdp tin tdc An vd thay thii nQi dung trong t?ri liQu

pOi aa f<lr sO ma i<h6ng ldm vd hiQu cht kj. Tin t.c c6 th6 tao m6t tAi liqu voi hai n6i dung

ki6c nhau, m6t n6i dung mi nguoi kj thAy vA m6t n6i dung khdc md nguoi nh4n tdi liQu nhin

th6y. Do <16, m*c'dich c,ia tuong din ndy ld girip cdc crin bQ, c6ng. chric, vitn chtc dd. dang

,a se sri dUng cht kf s5 chuy6nitng Chinh ptrri U6 s*g nhtng ki6n thuc vd c6ng cU co bAn

d6 st dung chfr ky s6 mQt ciich an totrn.

l. Cdc nguy co m6t ao toirn th6ng tin vir nguy6n nh6n

Hu6'ng din tlim bio an toin th6ng tin cho ngu'di ding st'dgng chfr'kf sii

Chuy6n ding Chinh phri (tqi dia chi : https://dvc.ca ov.vn/-/huon -dan-am-

b ao - an- t o a n- t hons- t in - c ho - n su o i - du ns-su-dunP-chu-kv-so-chuyen-duns-chinh-
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Cric phin mdm d6c hai, girin diQp phat tiin theo tQp van ban, dnh d6ng, duong.link dinh kdm

th6ng qua thu tlien tu, tin nhin-.'ho{c tu d6ng lly lan khi ngu<ri sri dung c6m USB da bi

,f,i6i.r ti *aV tinh niy sang m6y tinh tfra.. Ci,,i"g cO *re tnu tnap cric th6ng tin quan trong .di

tg dQng gui vd c6c mriy cht o nq6c ngodi.
M6y tinh cira ngudi dring c6 th6 bi xam nh4p tr6i ph6p. th6ng qua cric.t6 h6ng bdo mat cua hC

aidu frann vi c6-c ring dglg nhim ioan quyen aiAu thien, khai thric, I6y cip vd srir dqng thong

tin cii nhin cho c6c mqc dich khdLc.

Vi6c mAt mdt, thAt lac laptop, thi6t bi luu trt di d6ng, di6n thoai di d6ng... trong d6 c6 chua

&:*lT;rffiJinlivi, d6 td nguoi st dsng chua c6 hiti:u bitlt hoic cht quan, ,oAt canh gi6c

v6i crlc nguy co g6y mj't an toan th6ng tin; chua thuc hign dirng c6c quy trinh k! thuit; m6y

tinh, mqng mriy tinh chua rlugc thirlt l{p c6c chinh s6ch dam bdo an toirn th6ng tin, c6ng tric

quin lj, girim s6t k! thuit cdn nhi6u so ho.
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2. ThiSt t$p mdy tinh mrfi an toirn
Ctic nguy co mAt an todn th6ng tin c6 th€ lfp tric nnh huong d6n chring.ta ngay sau khi su
dpng mriy tinh.m6i mua holc moi cdi cl{t lai. Sau ddy ld mQt s6 luu y d6 thia lap m6y tinh
moi an todn ch6ng t4i cric nguy co tin c6ng:
Voi cric mriy tinh m6i mua.chua c6 h€ cli6u hinh cdn phdi duqc cai dat hC di6u hdnh tir ciic dia
cdi d4t phdn m6m ban quydn holc chi tdi c6c t{p tin cdi dAt ttr cdc trang web cira nhd sdn xu6t
(cdn ki6m tra md bim khi tai cec tAp tin cdi d4t nay) tranh trudng hqp tAi phdi phi6n bdn "gid
mao" kdm sin mi tl0c, tucrng tu di5i voi c6c tmg dung ptrO Uitin nhu img dpng vdn phdng, bQ

96 tiiing Viet... tuyQt aOi UrOng st.dqng cdc phAn m6m bd kh6a (crack) vi cric k€ tAn c6ng
thuong gin md d6c h4i trong cdc phdn m6m ndy tl€ ph6t tdn.

,.,,, \^'r^do../r [o!dc.v].l8 - By 0r: Lg=l

lnet3llrtren pro{rle C[M Ad!.n<.d cptrcn,

O5 dorr.tron
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S.tht 22TxD-F8xI6-YG59r-9r"S60-pMrOM
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Ctic phiin mim bi khda, keygen thudng ch*a md d6c

Khi cdi d4t xong ndn thitit l{p mriy tinh o quyAn ngucri dtng (User), kh6ng n6n sri <lgng quyAn

qudn tr! vi6n (Administrator). CAc miy tinh moi thudng duoc nhd sdn xuit ciri dqt sdn mQt.s6

chuong trinh dO q'l;ng c6o, gidi thiQu ho4c ban ltng tht cua c6c phdn mdm. Cric ph6n m6m

n?ry co th6 chua sin c6c nguy co mAt an toan th6ng tin. Do d6 nguoi dung n€n gd bo eac

chucrng trinh kh6ng cAn thi6t tr€n mriy tinh cira minh ngay trong quri trinh thiCt lap ban.ddu..

Ngay sau khi cdi hQ di0u hdnh cdn cii ddt vd dinh kj,qudt todn bQ mriy tinh b5ng phin m6m

digt vi-rut c6 ban quydin. Tr6n thl trudng hiQn nay c6 rit nhiAu phin mdm diet vi-rut miSn phi
vd.c6 trd phi. Can iuu 1i td c6c chuong rinh mi6n phi c6 th6 it chric ning hcrn nhtmg vin c6

th6 gitp nguoi dung co bdn ch6ng lai c6c md dgc phd bi6n.

iK_ [E' #AvG

,-g
;.,,,,.
(}

F.Secure

o orzcrstl

AVIBA I

Fraspersky Anli-Ylror 2OtO - lGlgen A

t

--i4n'
\?.

es

M6t s6 phdn mAm diQt vi-r t trong vd ngodi nubc

NOD32 tu

8tr ::--

1

!
/

s

;ffi!.



Cin luu f rlng c6 m6t s5 lo4i mE dQc giA mao chinh phAn mAm diet vi-rut. Do d6 nguoi dtng
ctng c6n phii tdi tap tin cdi dit chuong trinh diet vi-nit tt chinh trang web cta nhd sdn xuit. 

_
Trong quri trinh sri dung, ngudi st dgng cdn dinh kj, ki6m tra vi cdp nhdt cric bdn vd l6i, 16

h6ng bdo mdt cho h0 diOu hdnh vd phdn m6m tng dqng. Ngudi sa dgng c1t1g cdn thudng
xuyan thay.d6i mat khau vd sri dung mdt khdu mqnh: Mft khiu d0 ddi r6i thi€u c6,8 ki tu
g6m ch* s6, chir ctii (thudng vd hoa) vit kjt lqt dqc biQt. Cdn nho rhng m6t khdu manh sE bAo

v€ mriy tinh trong su6t quri trinh sri dgng v6 sau. M{t kh6u mgnh cdn eitp bdo vQ c4p kh6a
trong trudng hqp that lac thi6t bi luu kh6a bi mit, k6 x6u chi6m duoc thi6t b! token luu kh<ia

ctng kh6ng thd kf mao danh dugc.
Thuong xuy6n sao luu c6c dt liQu quan trong, dtng CD, DVD, 6 cimg hay tr6n crlc phuong
tiCn luu trir khAc. Can than trong khi sir dung thi6t bi tuu trt USB khi sao luu dt li6u gita c6c

mdy tinh. HiQn nay mQt s6 hang cho phdp md h6a cric dft ti$u sao luu trdn ciic thi6t bi luu trt
ngodi d6 bio cldm tinh bi mdt cta dt liqu.
3. Cni det, cAu hinh cdc phin mim kf s6 an toirn
DC thuciien kj s6, dAu iien.- cai dat phin mdm cliiu khitin thi6t bi (driver) token ki s6.

Nguoi su dgng-chir kj s6 chuydn dtrng itrinh pht truy cap trang web dii tdi ciic phAn minr
driver vir kf s6 nhu VsignPDF. b0 c6ng cu tich hqp kli sti theo Nghi dinh 30/20204ID-CP
ngity 0510312020 cira Chinh pht vd c6ng t6c van thu tai dla chi sau:

ht t p s : / / dv c. c a. gov..v n/ t a i- o hgn- me m

Mot chinh s6ch bit buoc d6i voi nguoi sri dpng m6y tinh le khi tai bat cri phan m6m ndo tr6n

m4ng vi, tru6c khi cii cl{t chtng ta ddu n6n qudt.md dQc truoc khi thuc hiQn cdi dqt. C6ng cu

qu6t ma dQc dugc Ban Co y6u Ch(nh phir cung c6p tAi dia chi sau:

Cin cri Di6u 9 cta Nghi dinh 130/20l8ND-CP ngdy 271912018 cria Chinh p

ti6t thi henh Luar gia; dich dign tii vd chir kli s6 vd dich vu chung thgc cht
ddm bio an toirn cho chit k! s6 cu the nhu sau:

- Chir ki s6 dugc tao ra trong thoi gian chimg thu s5 c6 hiQu luc vd ki6m tra

c6ng khai ghi tr6n chimg thu s6 d6.
- Cht ki s6 dugc tqo ra bdng viQc su dung kh6a bi mit tucrng img voi kh6a c6ng khai ghi tr6n

chrmg tiru sti do mQt trong cric tti chuc dugc phdp 1u4t quy dinh c6p.

- Kh6; bi mA,t chi thu$c s[ ki6m sorir cta nguoi ky t4i thoi diCm kf.
Vi viiy. trong que,trinh thqc hiQn kj s6. xec thui cin luru 1i d6n hai dich vu cua Ban Co 16u

Chinh pht cung cdp dd ddm bdo an toan cho cht ky s6. cu thd:
(l I Ki6m tra c-trtng thu s5 trgc tuy6n: Tac vu nay sC t6t nOi tOi mdy chu cta Ban Co y6u

Chinh phir vd ki6m tra,xem chimg thu s6 cdn hi6u lgc hay kh6ng truoc khi ti6n hdnh k! s6.

Viec kiiim tra chir kli si5 ndy c6 thE thUc hi6n th6ng qua 02 hinh thrlc-d6 ld ki6m tra danh s6ch

hty bd (CRLs) hoac ki6m tra trang th6i ch,ung thu s6 trgc ruy6n (OCSP).

Thu viQn sC tu rlQng ki6m tra chftng thu s6 cAn ki6m tra vi tri vA t<tit qua. N6i dung chung thu

s6 cdn ki6m tra cl6 dam Uao tinh xric thuc, todn ven:
- Chung thu s6 c6 phii do Ban Co yiiu Chinh phri cung cAp hay kh6ng;
- Ki6m tra thoi gian hoo 19 cua chtmg thu s6l
- Ki€m tra chimg thu s6 dd bi hrly b6 hay chua.
(2) Ldy diu thtri gian: D6 xac dinh thtri gian ky s6, trong quri trinh ki s6 cric thu vi6n s6 k6t

n6i toi-.ey cnri cAp ddu thoi gian cia Ban Co yilu Chinh pht. Eiing thoi, cho ph6p xric dinh

chinh x6c thoi cli6m nguoi su dung k! s6.

(Luu f: thoi gian 6y ttt m6y chrl, kh6ng phdi thoi gian m6y tinh cd nhAn cta nguoi st dung).

Sau ildy ld tlia chi truy c{p c6c dlch vu truc tuy6n:

hfip //av.bcv.sov.vn

- Danh sdch hty bo (CRLs): htlp;rt ca.pov.vn/pkirpub, crb c'p.crl

ht quy dlnh chi
kf s6, di6u kiQn

duqc bing kh6a

- Ki6m tra tinh tr4ng chfng thu s6 trgc tuycD (ocsP) '. httn://ocsp.ca QOl.tn
- Mriy chi dAu thoi gi an:. htt //tsa.cct ov.vn
Th6ng tin chi tiCt Ai liQu, phin m6m, mi ngu6n t4i dia chi: ll //ca. of .v

al ra u dung c6 thd tham khio ciic video huong dAn cdi ddt, cdu hinh ciic phdnNgo nguoi s

s6 tai dimen.I ki a chi sau: https : //dvc. ca. gov.vn/video-huone-dan-cai-dat-su-dunq



cAu nixn nE rn6ruc

ch vu ch0nq thucK6t n6i mang Dt i6n th! ch0 hi tren POF i Dich vrr tep i Odng ki sU dqng

ij Sr: aung dich vq c6p d5'u thdi gian (TSA)

M6y chd dich vq c6p ddu thdi qiEn (TSA)

Oia chi. http://tsa ca.gov vn

1,, Sri dung dich vu ki6m tm chong thtj s6 truc tuy6n

Dich vu ki6m tra ching thu s6 truc tuydn

Cho ph6p ki6m tra ch0n9 thtl sd ngudi d qua OCSP

Otldng d8n donh s6ch chOng thd bi thu h6i (CRLs)

http.//ca. gov.vn/pki/pub/crl/cp.crl
http.//pub.cs.9ov vn/pki./pub/crllcp.crl

htto://ca. pov.vn/Ma lwareRemoverTool.rar

Hfing din cdu hinh dich vu chimg thttc tr€n phdn mim l<y sii

4. BAo quin, srfr dgng thi6t bi tru kh6a bi mit an toirn
Thitit bi luu kh6a bi mat cria ngudi su dung cht ki s6 chuyen dr'rnc !t{nh nhtra thi6t bi PKI

Token duo. c Ban Co y6u c6p c6 chua c4p kh6a bi m4t/c6ng khai vd Chimg thu s6 cdp cho

nguoi st dUng. ViQc thtrc hiQn kf s6 kh6ng th6 thieu thiCt bi Token vd mit khiu.

T-6 chric quanlf c6n ban hinh quy ch6 qudn li, su dung thiCt bi PKI Token d?rnh cho ngudi su

dgng. Cric cii nhdn c6 tr6ch nhiQm bdo quin token an toen va d4t m4t khdu manh d€ biio v6 an

todn cho c4p kh6a cta minh. ,i..
Ngudi st aUng 

"O 
th6 rip dr,rng quy ric d4t m.r khdu m4nh md vin dC n6o d6 ld thay d6i cac

cht cdi tao n6n mit tnAu tu ntrilg th6ng tin gin v6i bdn than, ho?c ki5t hqp c6c chf crii c6

trong cilc rir cta m6t c6u n6i y6u ttrich, vi AU ve nhmg m{t khiu m4nh ld: SSVInhpHuc{cke-

pegklamp ;, $H@)tlU ong3 4 %.o, #T3x I LtyVn$#
be a,ann giA dQ manh vi ki6m tra m{t khAu sri dung c6.nim trong cric bO tri di6n hoqc co so

dt lieu mat khAu da bi b6 kh6a khdng chtng ta c6 th6 ki6m tra th6ng qua c6c dia chi sau:

ht tp s : //o a s sw or d. ka s p e r s lq. c o m/

@ngudikh6csirdpngvdtuyQtd6ikh6ngchongu<likhricbitit
m{t khAu Token crja minh.
5. Hutimg din nhanh rir qu6t mi ttQc tr6n m6y tinh ngutri dtng
Oii ttrgc hign nhanh rd qu6t, gd b6 md <10c, nguoi dtng cAn thuc hiQn crlc buoc cp th6, nhu

sau:

Bndc I: Tdi c6ng cg ri qudt mi dQc tai dia chi:

ThCm X6a

Brdc 2: Giii n6n vd chqy c6ng cu, thUc hiQn nhu hinh duoi d6 rd qudt nhanh.
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OLrong d5n

; Ten fi,e TCn virus Kgt qui

Bdm rut 'Qrit dd bet dar

http : //av. b cv. sov. v n/ Malwar e962 0 Re move'%2 0Too l. exe

ThUc hiQn theo hinh dnh huong dAn duoi ttAy:

- Chgn c6c cec d6i uqng <lti ri qudt.

Chon thu muc

Gidi thi€u

JhLr muc

Budc 3: Truorg hqp c6ng cu ra qu6t ph6t hiQn ra mi dQc vd diQt thi nguoi dtng thuc hidn tii
c6ng cg du<ri <lAy <16 rd qudt toin bQ mriy tinh.
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. Start scan

No threats found

Durdtlon:

Pro(essed:

Found:

NeutElEed:

QuBrdntined;

00:00:03
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0 objeds

0 objects

0 objeds

Kaspersky
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S Bkav Malware Scan
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Close

Quit
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- Chgn c6c 6 dia cta m6y tinh vd NhAn OK dti titip tuc.

- NhAn Start scan d6 bit qudt virus

Trudng hqp c6ng cp c6 ph6t hiQn virus trCn mriy tinh, nguoi ding ndn lua chQn thao

DU

P

l't e

a

Sta rt scan

Close

object: A-v L 2.dooq/ wod/enb eddng9 MKrotoft-b(ceLworkshe€t xbr

5

(: StoP scan

Scan in progress...

our.tbn: 00:ft:30
Pro(essed: 7708

Start scan

O chanoe oiarmterc

4

No threats found
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Proces6ed:
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QLrrnntned

00:00:01

1 obloct GrEt
0 obr.rB
0 oblectr

0 obreds
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$ qoanrme J next

L# 
Kasp€rsky

O Qorarrre d nepon Vlrus Removal Tool
Kaspersky

Virus Removal Too!

t6c x6a b6 nhu hinh dudi dAY

Kaspersky

E satthr

I

Repott

OK

El

I cincelRestore defauk actions

Heb Abo{rt

}leb Ab.{.,t Heb Abdrt

+ Add object...

'Jl dt System memory

/J .l startup ob;ects

u System drive

objects to scan
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.l 5 objects dete€ted
Select action for found objects

Delete

$ Copy al to quaBntne + t{eutclEe all g Skip al ) Restore default actrons

not-a-virus:HEUR:AdWare.Win32.Zdengo.gen

! File: C:\Windoi!s\System32\drNers\e4992d4a8(ea31e21a705d760e3c98c0.sys

not-.{tlrs:RtslTool.Wh:}2. Hadd0,ls.l
,lJ Fle: C:\Progcnoab\Kl'lSAutos\bh\Xl.{SS5.exe

Leqal software that can be uged by crim{rris io darnaqe your (ofiputer or personai data

HEUR:Trolan.llrlllLraf . Sbrter.0€n
I File: C:\Usec\MyPclAppData\Roaring\Mtros. .s\Start Menu\progrartr\startup\wdubrwea.

Tro.ian program

not-a-virus:S€we.+TP.Win32.Sf H.ws
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Continue

Trong qud trinh thUc hiQn, n6u c6 vucrng mic, dO nghi li6n hd v6i Cuc Chfng thgc s5 vd Bdo
mat th6ng tin qua dia chi email: ca@bcy.qov.vn hoic s6 diQn tho4i: 0243 773 8668 dB duoc
h5 tro, giai quy6t.

Copy to quaGntne
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SAO Yi So Th6ng tin vir Truyin th6ng; 2lll2l2O2O\ l\:23t44 +O-l l()

BAN cO yEu cniNs pHu
cuq cHr.rNG Trrltc so

vA BAO M4.T THONG TIN

CQNG HOA XA HQI CHU NGHIA VIE,T NAM
DQc I{p - Tg do - H4nh phric

Hd NQi, ngdy l6 thang lp 1*rn4020-
lSCTr0tic- \ i

"n nnu, ),lli4dl
Kinh grii:

Trong thoi gian gin d6y. th6ng qua h9 th6ng theo ddi gi6m s6t vir phdn tich
mE dQc cria Tnng tdm Cdng nghg th6ng tin vd Girlm s6t an ninh mSng - Ban Co
y6u Chinh phri dn phrit hign nhi€u chi€n dich tdn c6ng c6 cht dich sri dr,rng mi dgc
vio m6y tinh ngudi ding t4i c6c co quan Ddng vi Nhir nu6c. Ngny 02i10/2020
Trung t6m C6ng nghQ th6ng tin vd Gi6m s6t an ninh m4ng dd c6 vin bA,n s6

398/CNTTGSM-ANM grii c6c co quan, don v! v0 vi€c ri so6t md dgc vd khuy€n
cAo citc nguy co t6n c6ng m4ng. DC teng cuong vi€c ddm bdo an toin th6ng tin cho

c6c hoat dQng ung.dgng dich vy chrmg thgc cht kli s6 chuy€n dtng Chinh.pht,
Cpc Chrmg thuc sd vi Biro mAt th6ng til d6 nghi cdc co quan, don vi mOt s6 nOi

dung nhu sau:

1. Ihuong xuy6:: ihi:c hiQn danh gia,
quan, don vi. Tri6n khai cii d{t phAn m€m
ki0m tra, rir qu6t mi dgc c6 th€ tai tai dia chi:

ra qudt md C{c cdc may rinl: cua :u
qudt virus c6 ban quy€n, c6ng cg d0

2. Khuy6n cdo c6c dcm vi thugc pham vi qudn lj vi c6c don vi li6n quan

cinh bdo,.ndng cao nhdn thuc v6 an todn an ninh mqng noi chung vi cinh gi6c voi
nguy co t6n c6ng m4ng co cht dich noi ri€ng.

3. Thgc hiQn theo huong din ddm bdo an toin th6ng tin trong st dpng dich
vu chimg thuc chir ky so chuy€n dirng Chinh pht tai dia chi https:iica.sor,. r,r/.

Trong qud trinh tri6n khai thr;c hign. n6u c6 vu6ng mic dO nghi cdc co quan.

don r,! li€n h9
d cv. o\,.vn

Tr6n trong.l.
I

Nai nhfin:
- Nhu tr6n;
- D/c PTB Nguy6n Dang Luc.(d6 b/c);
- Ltru: VT, QTHT. DS95b.,i'.

KT. CUC TRTIONG
CUC TRT.IOI{G

ChuyEn

r'6i Cuc Chtmg thUc s6 r,ir Bdo mft th6ng tin qua dla chi en.rail:

hoac s6 diQn tho4i: 0243.7738668 a6 phili hqp, giii quy.it.

bc ov.vn.

a
o

uang T

Si5 : 45J /CTSBMTT-QTH'I'
Vlv dim bdo an toan rh6ng tin

trong st dung dich w cht ky s6

chuy€n dung Chinh phu

- S0 Th6ng tin vi Truydn th6ng cac tinh, thanh phd u:r$lu@!e4qucaU...
- Co quan chuydn tnich v6 C6ng nghQ th6ng tin c6c BflTlfrffi.-*- -'
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